
 
Identity Finder - FAQ’s: 

 
 
Q: Why are we installing Identity Finder on laptops? 
A: Data Loss and Identity theft is growing in frequency, and breaches happen all too often – especially in 
Higher Education.  We need to be sure we do all we can to protect sensitive data, and Identity Finder 
can help.  Laptops are the primary target due to mobility and loss/theft of these devices.   
 
Q: What is Identity Finder?  
A: Identity Finder is a program that searches through files, e-mail and web browser storage to find 
sensitive information that is stored on your computer. 
 
Q: Why do I need to use Identity Finder?  
A: NKU Acceptable Use and Security Policies requires all faculty and staff to protect sensitive 
information. Identifying sensitive information that is saved on your computer is the first step in 
protecting data.  
 
Q: Is Identity Finder automatically installed on my NKU Laptop?  
A: If you have a laptop which is part of the NKU domain, Identity Finder should be installed on your 
computer. If you have a desktop or Mac, you can manually install the software. 
 
Q: I’m not sure how to use Identity Finder. Is there a step-by-step guide?  
A: Yes, a user guide is available. See http://it.nku.edu/itsecurity/identityfinder/index.php.  
 
Q: Identity Finder found sensitive data on my computer. What should I do?  
A: If you no longer need the information, you can use the ‘Shred’ feature in Identity Finder to 
permanently delete the file. If you need to keep the file but the sensitive information found can be 
removed, you can use the ‘Scrub’ feature in Identity Finder, which replaces the identified information 
with Xs. If the file must be kept, it should be moved to a secure location like your departmental K: drive.  
 
Q: Who will be able to see the results of my scan?  
A: Only the individual users will be able to see your scan results, and the information will not be seen by 
others or reported to central servers.  If you need assistance with your file remediation, someone from 
IT can assist you. 
 
Q: When can I delete files?  
A: What documents need to be kept and for what length of time varies from department to department. 
Be sure to follow Record Retention guidelines as defined by Records Management, and move any 
required files that contain sensitive data to a safe location.  
 
Q: Why do I need to use the ‘Shred’ feature within Identity Finder? Can’t I just delete the file?  
A: When files are manually deleted, they are not truly removed from the hard drive of your computer 
until it is overwritten. The ‘Shred’ feature within Identity Finder immediately overwrites the file location 

http://it.nku.edu/itsecurity/identityfinder/index.php
http://archives.nku.edu/university_records_management/


on your hard drive, making the file completely irretrievable (and uses the Department of Defense 
standards).  
 
Q: What file types can I use the ‘Scrub’ feature on?  
A: The ‘Scrub’ feature can be used on Notepad, Wordpad and Microsoft Office 2007 & 2010 (.docx, .xlsx, 
.pptx) files. If you have Office 2003 files that you would like to scrub, the files must be migrated to the 
newer format to use Identity Finder to Scrub the data, or you can remove the information manually.  
 
Q: Can I use the ‘Shred’ feature within Identity Finder to delete files that aren’t identified as 
containing sensitive information?  
A: Yes, you are able to use the File Shredder tool (located in the Tools tab) to permanently delete any 
file or folder on your computer.  
 
Q: Should I scan my network ( ‘J:’) or my department’s (‘K:’) drive?  
A: You should not scan your J: or K: drive unless you request IT assistance.  These drives are not 
currently targeted for Identity Finder usage.  
 
Q: If my system is Encrypted, do I still need to use Identity Finder? 
A: Although data is considered protected if it is encrypted, no protection is ever 100% foolproof, so our 
recommendation is “If you don’t need it, don’t store it.” 
 
Q: Is there an Identity Finder client available for Mac?  
A: Yes, there is a Mac client, which must be manually downloaded at 
http://it.nku.edu/itsecurity/identityfinder/index.php.  At this time we cannot automatically install the 
software like the Windows client, but it will still identify sensitive information located on your Mac and 
allow you to clean up unwanted sensitive data. 
 
 
 

http://it.nku.edu/itsecurity/identityfinder/index.php

