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Norse     Secure         

Information and Data Security Guide 

 

NKU IT utilizes many technical safeguards for the protection of our systems, data, and 

networks.  But the best and most comprehensive security protection depends on proper use 

of technology, and making sure we all do our part to keep systems, data, and network 

safeguarded and protected from unwanted intrusions, theft, and data breaches.  You must 

do your part to maintain data security.  

Who does this apply to? 

Data security isn’t just for NKU employees.  We want our students, alumni, partners, and 

guests to be aware of the data they use, and how to secure it properly.  The basic 

principles outlined here are relevant to anyone who uses a computer or mobile device. 

What is your responsibility? 

Store Data Properly 

Not all data is of equal importance.  Important NKU data must be stored and accessed 

in safe locations where it is properly protected, and backed-up in case an unforeseen 

event occurs. While non-sensitive data is fine to save on your computer, “Personally 

Identifiable Information” (PII) should never be stored permanently, solely on hard drives, 

laptops or on unsecure flash ‘USB’ drives.  PII includes such things as social security 

numbers, banking and credit card numbers, driver’s license numbers, and any 

information that should be kept private for our students, faculty, staff, and constituents.  

It is important that data storage and security be taken very seriously - we all know that a 

loss of data could result in breaches, identity theft, and worse. 

Where do I keep important data stored safely? 

Use NKU Network Storage 

NKU provides "Network Storage" for important NKU data. "Network Storage" is simply a 

location within our network which is safe, secure, and backed-up on a regular basis.  All 

faculty and staff have access to their departmental drive, and their personal drive.  These 

are known as “K:”, “J:” and “W:” drives.  Students are provided with a student home “J:” 

drive.  These typically contain “\\fileserv3.hh.nku.edu” in the directory name.  This data is 
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housed in the primary NKU datacenter, and backups are taken to an alternative location 

for safekeeping. 

Use NKU’s Microsoft OneDrive Storage 

NKU also provides “cloud storage” in OneDrive through the Microsoft Office 365 

campus agreement.  Students and employees are offered free cloud storage on 

OneDrive. Cloud storage allows you to easily access and edit files from any internet 

connected device. This data is housed in Microsoft “cloud” servers outside of the 

primary NKU datacenter. Microsoft takes backups of these files for safekeeping.  

OneDrive is the only official secure cloud storage provider for storing sensitive NKU 

data.   

IMPORTANT:  Only use the NKU “business” version of OneDrive for storing sensitive 

data, not the “personal” version of OneDrive.  Simply login to OneDrive with your NKU 

username and password to access the NKU approved version of OneDrive.   

Faculty & Staff Network Storage contains additional information on accessing and using 

network storage. 

How should I access data if I am off campus? 

NKU Network Storage:  Virtual Private Network (VPN) 

It is important NOT to permanently store sensitive data to your hard drive, thumb drive, 

CD or other mobile device which can be lost or stolen.  In order to ensure data security 

and provide access to campus network resources, NKU offers a Virtual Private Network 

or “VPN”.  VPN enables safe access between campus and the outside world.  The VPN 

software encrypts and secures the data and traffic between your home computer or 

NKU-provided computer and your NKU network storage (J: and K: drives) so that there is 

no possibility of data loss or breach via that connection.  

More information is available for using the NKU Virtual Private Network (VPN).  

NKU’s Microsoft OneDrive Storage:  Any secure computer 

OneDrive can be accessed from NKU devices, personal computers, tablets and mobile 

devices.  NKU employees should use their NKU assigned computers to work with 

sensitive data in OneDrive whenever possible, but this is not an exclusive rule.  Ensure 

whatever device you are using to access OneDrive is up-to-date on security patches, is 

running antivirus/antimalware service, and is considered a “trusted source” to use.   

How do I know if I have sensitive data to protect? 

https://inside.nku.edu/it/service-catalog/datacenter/storage.html
https://servicedesk.nku.edu/TDClient/2436/Portal/KB/ArticleDet?ID=124873
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Sensitive data can be difficult to identify.  NKU employees should initially refer to the 

Information Security policy for assistance.  Read the “Data Classification” section which will 

help you understand the types of PII that require protection.  Contact the IT Help Desk with 

additional questions.  

How can I protect data on my laptop or desktop? 

Disk and File Encryption Technology  

Data stored on laptops and mobile devices are the primary targets for theft due to the 

mobility of such devices. 

NKU owned devices use centrally managed whole disk encryption.  “Encryption” – simply 

means the information stored within the system is unreadable to anyone except those 

with proper access.  Encryption will help keep data within systems secure and safe from 

breaches.  If an encrypted laptop is lost or stolen, the data within is completely 

unreadable to unauthorized users. 

Beware: Phishing, Malware, and Scams 

Phishing, malware and other intrusive attacks often use email requests or malicious web 

sites to solicit personal and account information. Requests can be quite convincing, 

often suggesting that there is a problem with your account or quota. Scammers appear 

friendly and helpful, but when users respond with the requested information, attackers 

use it to gain account access.  

The number ONE rule: NEVER EVER SHARE YOUR PASSWORD or ACCOUNT 

INFORMATION via email, web request or any other form of solicitation.  When in 

doubt, contact the NKU IT Help Desk.  Do NOT contact other “support” websites or 

telephone numbers that claim to be Microsoft, Apple, or other technology vendors as 

these are how cyber attackers scam users into giving away PII or gaining remote access 

to your computer. 

NKU IT will NEVER request your password!   

If You Need NKU IT Security Assistance 

For additional assistance with any IT questions, issues, or concerns, please contact the NKU 

IT Help Desk: 

 On the web 

 By phone: (859)572-6911 

 And bookmark our IT Security site for more information, tips, and guidance. 

https://inside.nku.edu/content/dam/policy/docs/Policies/InformationSecurity.pdf
http://nku.edu/help
http://nku.edu/help
http://nku.edu/help
http://nku.edu/help
http://nku.edu/help
https://inside.nku.edu/content/inside/it/security.html


Last Revision:  April 2021 

 

 

THANK YOU FOR HELPING TO KEEP NORSE SECURE!!! 

 


